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Introduction 
 

¢ƘŜ hŦŦƛŎŜ ƻŦ /ƻƳǇƭƛŀƴŎŜ όh/ύ ǿƛǘƘƛƴ ǘƘŜ ¦Φ{Φ 9ƴǾƛǊƻƴƳŜƴǘŀƭ tǊƻǘŜŎǘƛƻƴ !ƎŜƴŎȅΩǎ ό9t!ύ hŦŦƛŎŜ ƻŦ 

Enforcement and Compliance Assurance (OECA) is the national program manager for compliance 

monitoring of the nation's environmental laws. Employing a variety of tools, OECA/OC and its partners in 

states, local governments, territories, and Tribes seek to maximize compliance and reduce threats to 

public health and the environment. OC has developed this mobile field inspection software - Smart 

Mobile Tools for Field Inspectors (Smart Tools) - to support EPA and partner inspectors.    

Smart Mobile Tools for Field Inspectors (Smart Tools) is a suite of digital tools supporting environmental 

field inspectors and their managers.  Smart Tools supports improved quality, consistency and timeliness 

of field inspections. Smart Tools supports inspectors through the entire inspection process from 

scheduling an inspection to generating the draft inspection report for managerial review and, ultimately, 

approval. Each phase of the inspection is captured in its own module in Smart Tools for easy 

organization and efficient collecting of observations.  

Smart Tools provides inspection managers with the tools needed to effectively plan, coordinate, and 

manage inspections. It helps them manage inspection timelines, review observations, and track areas of 

concern. Smart Tools provides Federal regulations/citations within the application. They may be linked 

to specific areas of concern found while capturing observations. State regulations/citations will be 

included in Smart Tools soon. Smart Tools also provides managers with several summary reports, in hard 

or soft copy for easy dissemination.   

 
Disclaimers:  

(1) User Documentation typically trails the system development process, so some screen images found 

in the User Guides below may not precisely match the application screens, if the application was 

recently updated.  

(2) SƻƳŜ ŦŜŀǘǳǊŜǎ ƻƴ ǘƘŜ ŘŜǇƛŎǘŜŘ ǎŎǊŜŜƴǎ Ƴŀȅ ƴƻǘ ōŜ ǾƛǎƛōƭŜ ǘƻ ŀ ǇŀǊǘƛŎǳƭŀǊ ǳǎŜǊ ŘǳŜ ǘƻ ǘƘŀǘ ǳǎŜǊΩǎ 

assigned role ((e.g. Inspector, Web Admin, etc.) 

 

To access Smart Tools, click the Production URL: https://smarttools.epa.gov/. If 

users want to practice using Smart Tools before preparing to go out on an 

inspection, they can go to the Smart Tools Sandbox site to practice using  the 

Smart Tools features.  

 

 

Note: Use Google Chrome for ALL Smart Tools activities:  

 

 

 
 

https://smarttools.epa.gov/


 

 

Icon Legend 

  

 

Saving Data 

Throughout the application the  button can be found on nearly every page. Users should 
ensure they are saving their information after each entry to ensure no loss of data. If a user 
forgets to save their data prior to moving on to a separate tab, a reminder will pop up asking the 
user to save before moving on. If a user clicks Cancel, then any unsaved data will be lost: 

 

 
  



 

 

Login & Logout 
 

 

Login 
Smart Tools has been integrated with EPA's Single Sign On system called Web Access 
Management (WAM). 

¶ For EPA personnel, users are already registered with their LAN User ID and Password. 
*There are no additional steps required to authenticate. 

¶ For non-EPA personnel, users will need to register to have a User ID and Password 
assigned.  

 
 
 

 
 

Internal Users (EPA Employees, Contractors): Login Procedures 
 

1. Navigate to Smart Tools: https://smarttools.epa.gov 
a. Users will be navigated to the following screen for login: 

Note: Prior to logging in, the user must complete the required FedTalent Security Awareness 

Training 

 
 
 

https://smarttools.epa.gov/


 

 

 

2. Insert EPA-issued PIV Card 

3. Click on the Login with EPASS PIV card: 

 

 

 

 

 

 

 

Note: ! ǳǎŜǊΩǎ tL± ŎŀǊŘ ǿƛƭƭ have two (2) certificates loaded on it. Select the 2nd certificate for the PIV 

card. If this does not work, select the 1st certificate. 

 



 

 

4. Input PIN associated with ǘƘŜ ǳǎŜǊΩǎ PIV Card. Click OK: 

 

 
5. If the user does not already have access to Smart Tools, the Smart Tools Request Form will 

automatically appear: 
 

 
 

a. Once submitted, this message will appear:  

 
 



 

 

6. The designated Smart Tools Administrator for ǘƘŜ ǳǎŜǊΩǎ organization will grant access to the 
requester and assign specific roles and permissions. !ƴ ŜƳŀƛƭ ǿƛƭƭ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ǊŜǉǳŜǎǘŜǊΩǎ 
email address once this is complete.  

 

7. Navigate back to Smart Tools: https://smarttools.epa.gov  
 

8. Click on the Login with EPASS PIV card: 

 

 

 

9. Input PIN associated with ǳǎŜǊΩǎ PIV Card 

10. User will be logged into Smart Tools. No further steps are required.  
 

 

 

External Users (Non-EPA): Login Procedures   
 

 
 

Before a User ID and Password can be assigned, users will need to know who their EPA regional 
Smart Tools System Administrator is, as they will need to approve the request. To locate the 
appropriate System Administrator, visit Smart Tools System Administrator List. 

 

 

Note: ! ǳǎŜǊΩǎ tL± ŎŀǊŘ ǿƛƭƭ ƘŀǾŜ ǘǿƻ όнύ ŎŜǊǘƛŦƛŎŀǘŜǎ ƭƻŀŘŜŘ ƻƴ ƛǘΦ Select the 2nd certificate for the PIV 

card. If this does not work, select the 1st certificate. 

 

Note: Returning users need only to complete steps 7-10.  

 

Note: Users must ensure they have completed the EPA Security Awareness Training prior to 

accessing Smart Tools. See the FedTalent Security Awareness Training section for additional 

information. 

 

https://smarttools.epa.gov/


 

 

Access the EPA Portal to Register for a new WAM ID  (User ID and Password) 

1. URL: https://waa.epa.gov.  

2. To ŎǊŜŀǘŜ ŀ ƴŜǿ ŀŎŎƻǳƴǘΣ ǎŜƭŜŎǘ ǘƘŜ ά{ŜƭŦ-wŜƎƛǎǘŜǊέ ƭƛƴƪΦ  

 

 

 

3. Complete the request form with the appropriate information.  

 

 

 

Note: For Contact information, enter appropriate EPA System Administrator name, email address, 

and phone number. For EPA System Administrators see the Smart Tools System Administrators list. 

 

https://waa.epa.gov/


 

 

 
 

4. Create a password for the account. REMEMBER THE PASSWORD THAT YOU CREATED. 

 

 
 

 
 

5. Then, select appropriate Smart Tools User Community (media area -RCRA, CWA, CAA) from the 

drop-down arrow.  

 

 
 

6. Next, select the respective EPA Region ǘƘŜ ǳǎŜǊΩǎ state is assigned to.   

 

Note: EPA Web Access Management (WAM) Requires users to reset the Password every 60 days.  

 

 



 

 

 
 

7. Read and check the EPA Privacy & Security Notice.  

 
8. Select the Submit Registration button at the bottom of the screen.  

 

 

 

 

 

 

 

 

 

 

 

 



 

 

9. Once the Smart Tools System Administrator approves ǘƘŜ ǳǎŜǊΩǎ account, the user will receive 

two emailsτone confirming the request has been received and one with ǘƘŜ ǳǎŜǊΩǎ new 

username. 

 

 

 

10. After ǳǎŜǊΩǎ account has been approved, go to https://smarttools.epa.gov.  

 

11. Select ά[ƻƎƛƴ ǿƛǘƘ 9ȄǘŜǊƴŀƭ !ŦŦƛƭƛŀǘŜ !ŎŎƻǳƴǘ ŀƴŘ tŀǎǎǿƻǊŘέ option.  

 

 
 
 

 

 

 

 

https://smarttools.epa.gov/


 

 

12. Enter the username received in the email and the password chosen in the Self-Registration 

process.  

 
 

13. Select the Submit button to send a Registration Code to the phone number associated with the 

account by clicking Submit. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

14. Enter the code that was sent to the phone number. Select Submit.  

 

 
 
 

15. Users will then need to request access to the Smart Tools application using the following form: 
 
 

 
 

16. A designated Smart Tools Administrator will grant access to the requester with specific roles and 
permissions.   
 

a. !ƴ ŜƳŀƛƭ ǿƛƭƭ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ǊŜǉǳŜǎǘŜǊΩǎ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ƻƴŎŜ ǘƘƛǎ ƛǎ ŎƻƳǇƭŜǘŜΦ    



 

 

 
17. Navigate to the Production URL: https://smarttools.epa.gov 
18. Click on Login with External Affiliate Account & Password: 

 
 

19. Enter User ID and Password 
 

20. User will be logged into Smart Tools. No further steps are required. 
 

 

 

User Role Selection 

For users assigned multiple roles, once a user logs in they will be able to select what role they 
wish to proceed with. Users are granted permissions within Smart Tools based on their role(s) 
within their organization.   
 

Logout 
Steps: 
1. Click on initials in upper right corner 
2. Click Logout. 
 

  
 

Session Timeout 
In accordance with EPAΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳ security policies, Smart Tools will timeout after 15 
minutes of idle time (no activity conducted in the Smart Tools application) which will 
automatically log out the user.  Upon log out, any unsaved data will be lost.  To avoid timing out, 
click or enter information and the timeout timer will be reset.  After 10 minutes of idle time 

Note: Returning users need only to complete steps 17-20. 

 
 

https://smarttools.epa.gov/


 

 

Smart Tools will have a Session Timeout Warning popup that prompts users to continue the 
session or cancel, allowing the session to timeout. This popup will have a running countdown 
until the session is renewed or the user is logged out: 

 

   
 

Smart Tools Dashboard 
The opening dashboard presents metrics that provide a snapshot view of work in Smart Tools.  
 

 
 

 

Filters 
On nearly every page throughout Smart Tools there is a filter option to quickly locate specific 
users, facilities, inspections, or data inside of each inspection. Throughout Smart Tools users will 
find the following icons representing the filter feature: 

 

 
 

Note: The Smart Tools Dashboard only displays data populated in Smart Tools. The Dashboard does 

not pull from source systems to populate this data.   

 

 
 



 

 

 

Admin 
     

User Listing  
Each user has specific permissions and access levels which can be adjusted as needed by the 
ǳǎŜǊΩǎ wŜƎƛƻƴŀƭ ƻǊ {ǘŀǘŜ {ƳŀǊǘ ¢ƻƻƭǎ !ŘƳƛƴƛǎǘǊŀǘƻǊΦ Users can see their user roles, media, and 
CBI access. System Administrator details provided in the Smart Tools System Administrator 
User Guide  
 
Steps: 
1. Click User Listing 
 
 

 
 

2. Click Filter Icon. Fill in desired fields to narrow down results 
3. Select user 
4. View user information. 

 

 

 

 
 

 

 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 

 

 
 



 

 

Manage Facilities 
 

 

Finding Facility 
Steps: 
1. Under Admin, Click Manage Facilities 

 

 

2. Select Filter Icon 
3. Use dropdowns to narrow down location and/or enter Facility Information in text fields 
4. Click Search. 

 

 

 

Add Permit  
Steps: 
1. Under Admin, Click Manage Facilities 

 

 

2. Locate the correct facility using Filter 
 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 

 

 
 

1 

2 

3 

4 

1 



 

 

 

3. Select facility from list 
4. Select Add Permit 

 

 

5. Enter Permit Number 
6. Enter Permit Type from dropdown 
7. Click Save 

 

 

 

 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 
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View Building/Area 
Smart Tools enables users to create and associate Buildings and Areas with a specific facility so 
that observations can be written against specific locations. These Buildings and Areas can be 
used by any inspector that inspects the facility and are viewable in the Manage Facilities tab. 
Buildings and Areas are usually created during the site inspection. However, they can be created 
during pre-inspection if the information is contained in a previous inspection report. Inspectors 
should use the same naming convention as the facility so all parties will have a common 
understanding on the location of interest.  
Steps: 

1. Under Admin, Click Manage Facilities 
 

 

2. Locate the correct facility using Filter 
 

 

3. Select facility from list 
4. Click View Building/Area 

 

  
 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 
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Add a Building 
Steps: 
1. Under Admin, Click Manage Facilities 

 

 

2. Locate the correct facility using Filter 
 

 

3. Select facility from list 
4. Click View Building/Area 

 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 

 

 
 

1 



 

 

 

 
5. Click Add Building 

 

 

6. Enter building information. Name is a required field. 
7. Click Save 
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Add Area 
Steps: 

1. Under Admin, Click Manage Facilities 
 

 

2. Locate the correct facility using Filter 
 

 

3. Select facility from list 
4. Click View Building/Area 

 

Note: For future inspections at the same facility, Buildings can be deactivated if they are no longer in 

operation at the facility by clicking Inactivate Building icon  

 

 

 

 

 

 

 
 Note: The Applied Filter will remain until it is reset, or the search criteria is changed 
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5. Click Add Area 

 

 

6. Enter area information. At a minimum, Name must be entered 
7. Click Save 
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Inspection Scheduling 
 

Manual Target  
Users can search a facility within their state or region and schedule an inspection individually. 
 
Steps: 
1. Under Inspection Scheduling, Click Manual Target 
 

 

 
 

2. Click Filter icon 
 

 

3. Fill in search criteria 
4. Click Search 
5. Select the desired Facility from the list of returned facilities 
6. Click Add Target 

 
 

Note: For future inspections at the same facility, Areas can be deactivated if they are no longer in 

operation at the facility by clicking the Inactivate Area icon  

 

 

 

 

 

 

 
 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 
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7. Using the drop downs, fill in information.  Lead Inspector and Fiscal Year are required 
fields.  

8. Click Approve 
 
 

 
 

9. Popup will appear asking to confirm. Click OK 
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View/Create Inspection 
 

Dashboard Overview  
This is a master list of all inspections, regardless of current phase (Targeted Facility, Pre-
Inspection, Site-Inspection, Post-Inspection, Complete). The user can filter the list to find specific 
inspections and view important inspection information and its current status. By clicking on the 
Inspection Name (blue hyperlink), the user will be taken to that individual inspection.  

 

 
 

Filtering Through Targeted Inspections 
 A user can filter the list of inspections to locate a specific inspection or inspections containing 
similar characteristics.  
 
Steps: 
1. Click Filter for the filter dropdown to appear 

 

 

2. Enter information into text boxes (partial searches work as well) or utilize the dropdowns 
3. Click Search. 
 

 
 

Note: Once approved, facilities are now available in the View/Create Inspection tab 

 

 

 

 

 

 

 
 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 

 

 
 

Note: The Applied filter will remain on this tab until manually removed or a new search is 

conducted. To manually remove a filter, select the ά·έ next to the applied filter or select Reset.  

 

 

 
 



 

 

 
 

Creating an Inspection  

²ƘƛƭŜ ƛƴ ǘƘŜ ά¢ŀǊƎŜǘŜŘ CŀŎƛƭƛǘȅέ Ǉrocess, an inspection has not yet been created and the 
dashboard will not have all the columns filled.   
 
Steps: 
1. In the checkbox, select which facility or facilities the user would like to create the inspection 

for. This can only be done for targeted facilities that the user is assigned as the Lead 
Inspector 

2. Click Create Inspection 
 

 
 
 
 
 
 
 

1 

2 
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2 
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3. Popup will appear asking to confirm. Click OK 
 
 

 
 
 

Deleting a Targeted Facility 
¢ŀǊƎŜǘŜŘ ŦŀŎƛƭƛǘƛŜǎ Ŏŀƴ ƻƴƭȅ ōŜ ŘŜƭŜǘŜŘ ŦǊƻƳ ǘƘƛǎ ƭƛǎǘ ǿƘŜƴ ǘƘŜȅ ŀǊŜ ǎǘƛƭƭ ƛƴ ǘƘŜ ά¢ŀǊƎŜǘŜŘ CŀŎƛƭƛǘȅέ 
phase.   
 
Steps: 
1. Inside the checkbox, select the targeted facility or facilities to be deleted from the 

View/Create Inspection dashboard 
2. Select Delete Targeted Facility  

 
 

 
 

3. Popup will appear asking to confirm. Click OK. 
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Inspection Tab - Manage Inspection 
 

Dashboard Overview  
All inspections created in the View/Create Inspection page will be located in the Manage 
Inspection tab. Here, Lead Inspectors and Inspectors will be able to access an inspection to 
complete necessary work. An inspection can only be deleted when it does not have any 
observations attached to it as indicated by the red trashcan icon. On the dashboard, users can 
download and sync their inspections before and after going offline. 

 

 
 

Completing the Pre-Inspection Process 
Steps: 
1. Under Inspection, Click Manage Inspection 

 

 

2. Find correct inspection using the Filter 
 

 

3. Select correct inspection by clicking the Inspection Name (blue hyperlink) 
 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 
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Back Button  
Used to easily navigate as a shortcut through the levels of the inspection process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2 
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Inspection Detail  
Most information will be pre-populated for the user based on the facilities location and the 
ƛƴǎǇŜŎǘƛƻƴΩǎ ƳŜŘƛŀ όe.g., RCRA, CWA, CAA), but can be updated by the user.   
 
Steps: 
1. Select Inspection Type from dropdown 
2. Identify whether inspection is Announced (Yes/No) 
3. {ŜƭŜŎǘ [ŜŀŘ LƴǎǇŜŎǘƻǊΩǎ Agency from dropdown 
4. Add or take away from preselected Regulatory Entity and Subchapter, if needed. These 

selections will be used to link Areas of Concern against citations later in the application 
5. Add additional inspectors to this inspection, if needed. To find and select users, they must 

be existing users in Smart Tools. The textbox serves as a search field and names will 
populate in a dropdown menu 

6. Add additional permits, if need ed 
7. Add Inspection Description in the text box, if needed 
8. Click Save 

 

 

 
 

 
 
 
 
 
 

Note: Once complete with ALL Pre-Inspection activities, the user should ǎŜƭŜŎǘ άtǊŜ-Inspection 

/ƻƳǇƭŜǘŜŘέ to change the status of the inspection from Pre-Inspection to Site-Inspection. This will 

be reflected on all dashboards and the top of that particular inspŜŎǘƛƻƴΩǎ ǎŎǊŜŜƴΦ ¢Ƙƛǎ ŘƻŜǎ ƴƻǘ ŀŦŦŜŎǘ 

ǘƘŜ ǳǎŜǊΩǎ ŀōƛƭƛǘȅ ǘƻ ŜŘƛǘ tǊŜ-Inspection information.    
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Health and Safety (H&S) Plan 
A Health and Safety Plan can be generated and modified after pre-populating information from 
the system. The H&S plan may be printed out, signed, and uploaded back into the system in the 
Documents tab (see below). Smart Tools will pre-populate some information, but Inspectors are 
required to fill in other portions of the H&S plan.   
 
Steps: 
1. Select H&S Plan from the Pre-Inspection activities tab 
2. Click the checkbox next to required PPE (All PPE selected will begin to populate at top of list) 
3. Check selected equipment for accuracy. Use the X next to the selected equipment to 

remove, if needed 
4. Click Email Equipment List to send a copy of the equipment list to all participating 

Inspectors 
5. Click Health & Safety Plan 

 

 
 

6. Save Health & Safety Plan to device.  
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Equipment 
Users can select all the general equipment (separate from the H&S Plan) that should be taken to 
the field. This list can be emailed to all inspectors involved in the inspection (this list is 
completed in the Inspection Details tab).  
 
Steps: 
1. Select Equipment from the Pre-Inspection activities tab 
2. Click the checkbox next to required general equipment (All general equipment selected will 

begin to populate at top of list) 
3. Check selected equipment for accuracy. Use the X next to the selected equipment to 

remove, if needed 
4. Click Email Equipment List to send a copy of the equipment list to all participating 

Inspectors. 
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Communication Log 
Users may log all communication prior to going into the field. 
Steps: 
1. Click Communication Log in the Pre-Inspection activities tab 
2. Click Add Log 

 

 

 

 

 
 

Note: Users may update or delete entries on the dashboard using the following icons under the 

Action column  
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3. Select Type from the dropdown list (Date and Time are prepopulated but can be changed) 
Type is a required field. 

4. If needed, add additional details 
5. Click Save 
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Documents 
Prior to going into the field, documents relating to the inspection can be collected and stored in 
this tab for future use. In addition, inspectors can add documents collected while in the field or 
after the inspection.   
 
Steps:  
1. Select Documents in the Pre-Inspection activities tab 
2. Click Upload Document 

 

  
 

 
 

3. Select Document Type from the dropdown list 
4. Click Choose File and find the correct file from the device 
5. If needed, click Contains CBI to protect the document from Smart Tools users without 

proper CBI clearance from viewing the document 
6. Click Save 

 
 

Note: Users may delete any uploaded document using the Delete icon  
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Linking This Inspection to Another Facility or Prior Inspection 
The current inspection may have a relationship to a prior inspection, such as a follow up, that 
the user would like to link for future reference. The facility being inspected may also have a 
business relationship with another facility that should be tracked in the system.   
 
Steps: 
1. Select Link in the Pre-Inspection activities tab 
2. Use the searchable text fields. As the user inputs text, the field will begin narrowing down 

search results in a dropdown. This allows a user to search using partial text 
3. Select the correct Inspection or Facility from the dropdown field. To remove, select the X 

next to Inspection or Facility that was previously selected 
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Pre-Inspection Completed 
 

1. Click Pre-Inspection Completed. This can be done at any time during the Pre-Inspection. 
This will mark Pre-Inspection as complete and give full access to Site-Inspection 

 

 
2. Popup will ask to confirm. Click OK 

 
 

 

Downloading an Inspection Before Going into the Field 
Prior to going out into the field and going into offline mode, the user will need to download the 
inspection. This will keep the inspection stored locally and allow the user to go into offline mode 
(see below).   

 

 
 

Steps: 
1. Under Inspection, Click Manage Inspection 

 

 

2. Find correct inspection for download. Click on Filter for assistance locating inspection.  

Note: If there are multiple inspectors, all inspectors must download the same inspection. Once back 

online, users will be able to sync data back to the server. 
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3. Under the Action column, select the Download icon  
 

 
 

4. Popup will ask to Confirm. Select OK 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 
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5. On the Manage Inspection screen, check to make sure Inspection is downloaded. Four (4) 
icons should now be visible under the Action column. 

 
 

 

Going Offline 
Users may conduct inspections with spotty and/or non-existent internet connection. This will 
require the user to pre-emptively go offline after downloading the inspection to the device. This 
will keep a user from losing any unsaved data if connectivity is lost.  
 

 
 
Steps: 
1. Click on Online button 

 

 

Note: Once the inspection is downloaded, it is safe for the user to close the browser and turn off the 

device. A user can then open their Google Chrome browser, navigate to Smart Tools, and the 

information stored locally will be available.    
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2. Verify Smart Tools is Offline 
 

 
 

 

Conducting an Inspection 
When conducting an inspection, always ensure to Save the data after each entry. There are Save 
buttons on every screen, and Smart Tools will prompt a user to save if they are navigating away 
from a tab with unsaved information.   

 

Organizing Data 
Throughout Site-Inspection, Smart Tools enables users to organize their data into three distinct 
categories; Confidential Business Information (CBI), Area of Concern (AOC), or Follow Up. This 
information will populate in the appropriate tabs at the inspection level in a consolidated list for 
easy access and reading.  
 

 

 

 

 

 

 

 

 

 

 

 

 

Note: Once in offline mode, some features will no longer be available or visible until back online.   
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If identified in an observation, the data will also reside in its appropriate tab at the observation 
level.  
 

 

Highlighting and Marking Text 
In each textbox, users can highlight and identify information as one or more of these three 
categories at the press of a button: CBI, AOC, or Follow Up. For additional information on 
Highlighting Tips and Tricks, view the Hardware & Touch Keypad Tips and Tricks Section. Once 
text is highlighted, use one of the following buttons to categorize the text: 
 

 
 

 

 



 

 

 
 

Unlinking Marked Text 
If, at any point, text no longer needs to be given a designated category, the user can unlink this 
text. The process is the same for all three (3) categories.  
 
Steps: 
1. Navigate to appropriate tab (CBI, AOC, Follow Up). This can be done at either the inspection 

level or the observation level, and the changes will be reflected in both tabs. 
2. Click on the Delete button under the Action column. This delete refers to deleting the 

categorization of the information, not the notes themselves. 
 

  

3. Confirmation popup will appear. Click OK. 
 

 

 
 
 
 

Note: Smart Tools enables users to protect Confidential Business Information (CBI) from 

unauthorized disclosure to non-CBI clearance holding users. Users that do not have CBI access will 

not be able to see CBI data or use any CBI functionality. The ability to capture and mark CBI in 

{ƳŀǊǘ ¢ƻƻƭǎ ǿƛƭƭ ōŜ ŜǎǘŀōƭƛǎƘŜŘ ƛƴ ǘƘŜ ǳǎŜǊΩǎ ǎŜǘǘƛƴƎǎ ŦƻǊ ŜŀŎƘ ǳǎŜǊΦ ¢Ƙƛǎ ǇǊŜǾŜƴǘǎ ǳƴŀǳǘƘƻǊƛȊŜŘ ǳǎŜǊǎΣ 

based on their CBI clearance, from seeing data marked as CBI.  
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Site Entry 
The user may capture information while entering the facility.  
 

 
Steps: 
1. Select Site Entry from Site Inspection page 
2. Select whether Inspector Credentials were presented (Yes/No). If yes, input the name to 

whom the credentials were presented 
3. Select whether Access Granted (Yes/No). If no, identify below if denied by someone with 

authority to do so 
4. If access is denied, look to the Resources for additional guidance 
5. Input notes in Notes section 
6. Click Add Entry & Exit Date to input entry date and time. Smart Tools enables users to put in 

as many dates and times as needed for multiday inspections 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Note: Only the Lead Inspector will be able to input data relating to the three canned questions. All 

participating inspectors will be able to input notes. 

 

 

 

 

 

 
 

2 

3 

4 

6 

1 

5 



 

 

7. Add Entry Date and Time  
8. Click Save  

 
 

 
 

9. Click Save in the Site-Entry tab. 
 
 

 
 
 

Opening Conference 
Facility Personnel (Only Lead Inspector can add) enables users to identify all facility personnel 
that participated during the Opening Conference. This list carries over to the Closing Conference 
for ease of reference. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Note: If an individual is deleted from either the Opening Conference list or the Closing Conference 

list, it will reflect the deletion in both lists. Utilize the Present column to note which conference the 

individual attended. 
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Facility Personnel 
Steps: 
1. Select Opening Conference in Site-Inspection 
2. Click Add New   

 

 

3. Input facility personnel information. Name is the only required field. To save time, an 
inspector can collect all the business cards and enter the information later  

4. Click Save 
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Facility Info  
The Facility Info section enables the Lead Inspector to capture answers to the pre-populated questions. 

The Lead Inspector may add additional questions to keep information organized in a tabular format. This 

functionality is available to inspectors during Pre-Inspection.   

 
Steps: 
1. Input Value to prepopulated fields 
2. Delete fields not used, if desired, using Delete icon  
3. For additional or new fields, click Add New 
4. Input new Field and Value 

 

 

{ƳŀǊǘ ¢ƻƻƭǎ ŜƴŀōƭŜǎ ƛƴǎǇŜŎǘƻǊǎ ǘƻ ŎŀǇǘǳǊŜ ǘƘŜ ŦŀŎƛƭƛǘȅΩǎ Process Description. Text can be 
highlighted and organized as Confidential Business Information (CBI), Area of Concern (AOC), 
or Follow Up. Users without CBI access will not see the CBI button.   
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Smart Tools also enables inspectors to capture additional notes during the Opening Conference.  
Text can be highlighted and organized as Confidential Business Information (CBI), Area of 
Concern (AOC), or Follow Up. Users without CBI access will not see the CBI button.   

 

 

Buildings/Areas 

Smart Tools enables inspectors to identify different facility components through creating 
Buildings and/or Areas in the facility. The hierarchy is as follows:  A facility has one or more 
buildings that make up the facility and each building has one or more areas that are worthy of 
specific designation. This facilitates the association of observations to specific locations.  
 
Tip:  At the end of the opening conference, request a facility diagram and determine the names 
of the buildings and areas the user would like to inspect. It is important to use the same naming 
convention used by the facility to avoid confusion. This functionality is available to inspectors 
during Pre-Inspection, in the event that the user knows the names of the buildings and areas 
they would like to inspect.   

 

Add a Building 
Steps: 
1. Select Buildings/Areas in Site-Inspection 
2. Click Add Building 
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3. Enter building information. Name is a required field. 
4. Click Save 

 

 

 

Add Area 
Steps: 
1. Click Buildings/Areas in the Site Inspection page 

2. Click  icon to Add Area 
 

 

 

Note: For future inspections at the same facility, Buildings can be deactivated if they are no longer in 

operation at the facility by clicking Inactivate Building icon  
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3. Enter area information. Name is a required field 
4. Click Save 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note: For future inspections at the same facility, Areas can be deactivated if they are no longer in 

operation at the facility by clicking the Inactivate Area icon  

 

 

 

 

 

 

 
 

Note: Inspectors can create new observations directly from the Buildings/Areas tab by clicking the 

Create Inspection icon  on the same row as the desired building. Such observations will associate 

directly with these Buildings/Areas. Additional information on writing Observations is provided 

below. 
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Writing an Observation  

Now the user is ready for the facility walk through. In order to capture observations at a 
particular site, users will Write an Observation to capture all of the information, including 
Details, Areas of Concern, Images/Documents, Sampling information, and Follow up items. The 
dashboard will indicate if there is information captured in any of the five areas. Once an 
observation is created, it will auto generate a reference number based on the user ID and 
number based on the sequence in which it was created.  
 
Steps: 
1. Click on Observations in the Site Inspection page 
2. Click Write Observation 
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Details  
The Details tab is where inspectors will document their observations. All notes an inspector 
wants to make will be captured here. From this Details tab, the inspector can organize and 
categorize information how they see fit.    
 
Features: 
1. Associate specific buildings and areas with this observation. Buildings and areas associated 

with this facility will appear in the dropdowns 
2. Identify a Point of Contact (POC) at the particular location 
3. Rich Text for personalized touches 
4. Activate the deviceΩǎ ŎŀƳŜǊŀ ŀƴŘ ŀǎǎƻŎƛŀǘŜ ǇƘƻǘƻǎ ǘŀƪŜƴ ǿƛǘƘ ŀ ǇŀǊǘƛŎǳƭŀǊ ƻōǎŜǊǾŀǘƛƻƴ 
5. Mark information as Confidential Business Information (CBI), Area of Concern (AOC), or 

Follow Up by highlighting text and clicking on the desired button. Users that do not have CBI 
access will not be able to see or use the CBI information and functions 

6. Create a new observation from the current observation and prepopulate the building/area 
information with the current selection. 
 

 
 

Linking Citations for Observations in the Field 
During Pre-Inspection, users can select which federal regulatory codes they wished to associate 
with this inspection (for more information see the Pre-Inspection section). Once an item is 
marked as an Area of Concern (AOC), inspectors can link federal regulatory citations to each of 
the AOCs. This can be done by either selecting specific portions of the regulatory code in the 
dropdowns or by searching based on requirement language or citation number. Select as many 
citations associated with the identified AOC. The feature for states to enter state regulatory 
citations is forthcoming.  
 
Steps: 
1. Click Observations in the Site-Inspection page 
2. Click on either the Reference Number OR an existing observation or click Write Observation 
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3. Click Area of Concern (AOC) tab 
4. Click Link 
 

 

 
5. Select specific portion of the regulatory entity by using the dropdowns OR search based on 

requirement language or citation number. If using the search feature, searched text will be 
highlighted. 

6. Click Search 
 

3 
4 

1 

2 

2 



 

 

 

7.  Select citation(s) associated with the identified AOC 
8. Click Save 
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Camera  
Smart Tools enables users to take photos to directly associate with specific Observations and 
during the Records Review. 
 
¦ǎŜǊǎ Ƴŀȅ ƴŜŜŘ ǘƻ ŀƭƭƻǿ ǘƘŜ ǿŜō ōǊƻǿǎŜǊ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ŘŜǾƛŎŜΩǎ ŎŀƳŜǊŀ ōȅ ŎƭƛŎƪƛƴƎ Allow if the 
following popup appears: 
 

 
 
Features: 
1. IƛƎƘƭƛƎƘǘ ǘŜȄǘ ǘƻ ǇǊŜǇƻǇǳƭŀǘŜ ǘƘŜ ǇƘƻǘƻΩǎ ŘŜǎŎǊƛǇǘƛƻƴΦ ¢ƘǊŜŜ όоύ ǇƛŎǘǳǊŜǎ with different 

angles of the same object can be taken at a time when the camera app is open. Of course, a 
user can take as many photos as needed while in the field.  

2. hǇŜƴ ŘŜǾƛŎŜΩǎ ŎŀƳŜǊŀ ŘƛǊŜŎǘƭȅ ŦǊƻƳ {ƳŀǊǘ ¢ƻƻƭǎ 
3. Click to capture a picture 
4. Change the resolution in the dropdown for more detailed photos. Smart Tools defaults to 

the middle resolution 
5. See the thumbnails of up to three (3) photos taken from different angles of the same object  
6. !ŘƧǳǎǘ ǘƘŜ ŎŀƳŜǊŀ ŦƻǊ ǘƘŜ ǇƘƻǘƻΥ ǊƻǘŀǘŜΣ ŦƭƛǇΣ ƳƛǊǊƻǊΣ ƻǊ ŀŎǘƛǾŀǘŜ ŘŜǾƛŎŜΩǎ ŦƭŀǎƘ 
7. Once taken, photos autosave so users can easily close the camera without accidently losing 

photos. 
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Document/Image 
View photos associated with individual observations and edit photo characteristics. This does 
not edit the photo itself. Photos may also be uploaded into Smart Tools if taken with a third-
party camera. All photos will populate in the inspection Photo Log.  
 
Upload documents to associate with a particular observation. Uploading documents can only be 
done while online due to space constraints on the device itself. All documents will populate in 
the inspection Document Log.  
 
Features: 
1. View photo information 
2. Edit photo information: Change Title, Description, and mark whether the photo contains CBI 

Users without CBI access will not be able to see photos marked as containing CBI 
3. Upload third-party photos. Smart Tools enables users to upload photos in bulk. 
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Sampling 
Smart Tools enables users to record any samples that were taken on site.   
 
Steps: 
1. Click Sampling tab on the Site Inspection page 
2. Click Add Sampling 

 

 

3. Enter sampling information. At a minimum, users must enter a Sample Number 
4. Click Save 
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Photo Log 
Now that we have finished discussing the left menu barΣ ƭŜǘΩǎ ƭƻƻƪ ŀǘ ŀ ŦŜǿ ƻŦ ǘƘŜ ŦŜŀǘǳǊŜǎ ŀǘ ǘƘŜ 
facility level (e.g., Photo Log on the top menu bar). The Photo Log is a consolidated list of all 
pictures taken during the inspection.   
 
Features: 
1. Photos are assigned a Reference # that works as a hyperlink, which enables users to quickly 

go back to the place in Smart Tools the photo was taken 
2. Photo information displayed for easy reading 
3. Edit photo information: Change Title, Description, and mark whether the photo contains 

CBI. Users without CBI access will not be able to see photos marked as containing CBI. 
Click for more information about Editing Photo Information 

4. Mark individually whether to include in the Inspection Report 
5. Select ALL photos to include in the Inspection Report 
6. Download ALL photos into a zip file to send to a facility, if requested. This does not 

download photo information, only the photo itself 
7. Use the Filter dropdown to search through the Photo Log 

 

 

8. View picture thumbnails. Click on thumbnail to enlarge photo. 
 

 
 
 
 
 
 
 
 
 
 

Note: The Applied Filter will remain until it is reset, or the search criteria is changed 
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Area of Concern (AOC)  
The AOC tab at the inspection level is a consolidated list of the AOCs documented throughout 
the inspection. This consolidated list can be very helpful to the inspector during the Closing 
Conference. 
 
 
Features: 
1. AOCs are assigned a Reference # that works as a hyperlink enabling users to quickly go back 

to the place in Smart Tools where the AOC was identified 
2. Display previously linked citations  
3. Additional Notes can be added to provide more context to the AOC. Additionally, each AOC 

can be marked as Resolved if the issue was handled during the inspection but needs to 
remain an identified AOC. Any Additional Notes added can be edited in this tab 

4. Remove the AOC by selecting the delete icon and unlink from the original text 
Note: More information about the functionality of AOCs can be found in Organizing Data 
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Follow Up  
The Follow Up tab is a consolidated list at the inspection (facility?) level of all Follow Up items 
identified throughout the inspection. 

   
 

Features: 
1. Follow Ups are assigned a Reference # that works as a hyperlink which enables users to 

quickly go back to the place in Smart Tools to where the Follow Up was identified 
2. Additional Notes can be added to provide more context to the Follow Up. Additionally, each 

Follow Up can be marked as Resolved. Any Additional Notes added can be edited in this tab 
3. Remove the Follow Up by selecting the delete icon and unlink from the original text 
4. Add Follow Items on the fly. Note: This tab is available during Pre-Inspection so that users 

can build a list prior to entering the facility. 
 

 

 

 

Note: More information about the functionality of Follow Ups can be found in Organizing Data 
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CBI: (Confidential Business Information) 
Smart Tools enables users to view all of their information identified as CBI (Text, Documents, 
and Images) that was captured throughout the Site-Inspection process in one convenient 
location.  
 
Features: 
1. CBI identified information is assigned a Reference # that works as a hyperlink enabling users 

to quickly go back to the place in Smart Tools to where the CBI was identified 
2. Remove the CBI by selecting the delete icon and unlink from the original text 

 

 

 

    
 
 
 
 
 
 
 
 
 
 
 
 

 

Note: More information about the functionality of CBI can be found in Organizing Data 
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